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How Blue Vector’s Architecture Enables Business Value 
 
Blue Vector offers a platform for creating applications that enable software and data distribution across large networks 
as well as local event processing across those networks. The platform serves as a control plane, enabling powerful 
applications ranging from policy-based distribution and control of rich media to supply chain process automation to 
sensor networks in smart infrastructure to monitoring and management in cloud computing environments. At Blue 
Vector, we develop some of these applications internally as well as enable our partners to create them by offering them 
a robust development platform and framework, in addition to comprehensive documentation. The applications our 
platform enables have three common elements: 
 

1. Distributed. The applications are distributed across large, often global, footprints with many nodes or instances 
that need to run autonomously and independently of one another (unless specified to work together). An 
example is a global pharmaceutical manufacturer with operations that extend to networked points of 
automation in worker areas of manufacturing and distribution facilities. 
 

2. Diverse. The applications are diverse in that each node in the system may have different hardware and each 
needs its own set of policies, behaviors, and integrations. An example is a large sensor network for a “smart 
building” in which endpoints range from lighting controls to HVAC systems. 
 

3. Dynamic. The applications are dynamic in two ways. First, they are event-rich, and need to respond to both local 
events at endpoints in the system as well as global events that are sent to the system through a central 
mechanism1. Second, they are ever-changing, and need to be re-configured often to accommodate changes in 
business process. An example is a system of monitoring and management agents in a cloud computing 
environment that detect new hardware resources and facilitate dynamic scaling processes utilizing those 
resources. 

 
Blue Vector’s platform and applications are deployed in mission-critical 
environments in Fortune 500 companies. They have created value ranging from 
enabling a large retail chain to achieve its goal of 100 percent distribution accuracy, 
to making it possible for a healthcare distributor to remotely manage the 
inventory of life-saving drugs for hospitals around the country, to future-proofing 

the serialization track-and-trace operations of a global pharmaceutical manufacturer. 
 
What is it about Blue Vector’s platform that enables organizations to deploy, and get value from, these types of 
applications? We believe our ability to address the needs of our customers and partners lies in our architecture and its 
related technological features. 
 

A brief history 

 
Blue Vector’s technology was born out of research and development performed at 
Xerox Palo Alto Research Center. Our founder, Dr. Anurag Mendhekar, and his 
colleagues at PARC were commissioned by the Department of Defense to develop 
a way to use sensor networks to ascertain conditions and attributes of battlefield 

                                                                        
1
 An example of a local event is the sensing and interpretation of an RFID-tagged asset passing on a conveyor in a manufacturing 

facility; an example of a global event is the sending of an occurrence that has system-wide context such as a “home run” in a 
baseball stadium’s video network, but upon which each local endpoint may take different policy-based action (such as the showing 
of a different video based on its logical groupings or other attributes). 
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mission-critical, production 
environments of Fortune 500 
companies 
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research and development 
performed at Xerox PARC for 
the Smart Dust Initiative 
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situations before sending troops into a locale. Called the Smart Dust Initiative, the project dealt with how to centrally 
and remotely deploy, maintain, and re-configure millions of independently running sensor nodes whose information 
needed to be coordinated, correlated, and used for military decision-making. Embarking on the project, the team quickly 
realized that they needed to develop a methodology for building applications that could be run in a distributed fashion 
but whose scalability would be independent of cost and management complexity. From this, Mendhekar and his 
colleagues conceived Aspect Oriented Programming, a new architectural paradigm that automates tedious software 
development tasks and enables users to focus on critical system aspects, such as policies, independently from other 
aspects.  
 

What is Aspect Oriented Programming? 

 
Aspect Oriented Programming is a software development paradigm that increases modularity by allowing the separation 
of cross-cutting concerns. It enables these multiple concerns to be expressed separately and automatically unified into 
working systems2. 
 
An analogy for Aspect Oriented Programming is an orchestra. In an orchestra, each musician has his own sheet music 
and is responsible for playing his own notes and the conductor is responsible for coordinating all of the various streams 
of individual contributions into a song. Similarly, Aspect Oriented Programming enables all aspects of a system, either 
ascertained from system configuration information or entered by users, to be specified independently from each other. 
Those aspects span network hierarchical information to integrations with third-party applications to business rules and 
processes. The aspects are like the musicians who each play their own sheet music on their individual instruments, while 
the conductor is like the central coordinator who merges all of the individual aspects together for a coordinated, 
melodic, piece of music. 
 

How does Blue Vector’s Aspect Oriented platform work? 
 

Blue Vector’s “control plane” platform harnesses Aspect Oriented Programming, 
enabling developers and users to indicate specifications for a system separately 
from each other and automatically generating and distributing code to nodes or 
instances in a network. Developers or users enter specifications via a user 
interface; Blue Vector combines those with known configuration information to 

determine all of the aspects of the system.  
 
Once all of the aspects have been determined, Blue Vector sends the information to its Weaver, a critical system 
component. The Weaver is a constraint solver that takes in all of the independently-specified aspects and, in a recursive 
manner, solves them, in the process also resolving conflicts that invariably arise when application decisions and trade-
offs are made during development. The key is that – by translating the aspects into a set of differential equations and 
solving them – the Weaver works out the constraints automatically. This is like the orchestra conductor, who takes the 
independent notes that are being played by each musician on his own instrument, and weaves them together into music. 
 
The Weaver solves all constraints and automatically synthesizes code for each node in the system. It provides the Blue 
Vector Site Manager (SMA), server side software that co-resides with the Weaver and distributes and interfaces with 
code at the edge, with instructions for where to distribute each code stub. The SMA then distributes each stub to its 
intended location, be it an Edge Manager (our “edge” nodes, or those residing at the extreme edges of the network, are 
called Edge Managers (EMAs)) or other node, and keeps track of where it is and what aspects it contains. When the 
Weaver process is used for re-configurations, the platform only updates those code stubs that are impacted by the 
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 Source: Wikipedia. 
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change, leaving the rest of the system unchanged. Below is a simple representation of the Blue Vector system, indicating 
how the Weaver combines system aspects to generate individualized code stubs and the SMA distributes the images to 
the appropriate nodes. The different colors represent the fact that each code stub may be different, enabling different 
processes, integrations, and policies to be delivered to each node. 
 

A simplified view of Blue Vector’s platform 
 

 

Benefits of Blue Vector’s architecture 

 
We believe the primary areas of business value that Blue Vector’s architecture enables include scalability, diversity, and 
future-resilience. What do we mean by each of those, and how does a software architecture enable these benefits? 
 

Scalability without the cost and complexity 

 
Because our platform allows users to separate concerns and weaves code 
automatically from those concerns, scaling becomes a simple, efficient, error-proof 
exercise for the user via a Web-based user interface. Change management is 
similarly uncomplicated. When the system needs maintenance or re-configuration, 
users need only make changes to the concerns they care about via the UI, and the 
system re-weaves the code stubs automatically. Because Blue Vector’s platform 

keeps a real-time global system state, it knows where the code stubs containing the concerns reside and only re-weaves 
and re-distributes those code stubs, leaving the rest of the system unchanged.  
 
Achieving scalability is not hard; achieving it without the associated cost and complexity is. In a traditional distributed 
software system, if users wants to scale by adding nodes, they would have to port existing code to new nodes or create 
code from scratch if the newly-added node required different processes, policies, or integrations. In a change 
management scenario, users would have to remember which node carried which concerns and would have to re-
configure each unit’s software individually. In traditional systems, scaling distributed systems makes them brittle and 
makes change an unmanageable process. By contrast, the Blue Vector platform takes the heavy lifting out of creating 
new software for added nodes and remembering which nodes do what in order to perform maintenance or re-
configuration. These unique capabilities enable true scalability of distributed systems without the associated high cost 
and complexity. 
 

Blue Vector’s architecture 
enables scalability without  the 
cost and complexity of 
maintaining large, distributed 
systems 
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Inherent support for diversity 

 
Because Blue Vector’s platform automatically generates and distributes targeted 
code, and remembers where that code resides, it enables a very powerful concept: 
diversity. This includes diversity of hardware and devices supported at each node, 
diversity of business process that must be carried where that node resides, policies 
that each node requires (and which may be different from other nodes with similar 

processes), and integrations for each node (with local or centralized applications or touch-points within the same 
applications). Whereas other distributed systems force users to make trade-offs between diversity and complexity 
(either they have a diverse system that is extremely complex and difficult to manage or they have a homogeneous 
system that they can manage because all nodes perform the same tasks), Blue Vector’s architecture enables users to 
have both heterogeneity and simplicity. 
 

Future-resilient architecture 

 
Blue Vector’s platform offers the utmost in flexibility, making the system future-
resilient. Because the architecture enables simple, low-cost scaling and change 
management, it is easy to predict the cost and effort associated with future 
changes. Blue Vector also serves as a re-usable platform for the roll-out of 
powerful, new, distributed applications. For example, if a global drug maker is 

using Blue Vector’s system to track and trace serialized pharmaceuticals from manufacture through distribution, the 
organization may wish to extend the system to add distribution accuracy functionality. It may choose to add a network 
of touch-screen displays for workers to use. It may choose to extend information to its suppliers and retailers. And as the 
system grows in functionality and capabilities, it may wish to integrate more of its centralized applications. All of these 
future activities are supported and made easier by Blue Vector’s architecture and platform. 
 
From its Smart Dust origins, Blue Vector’s platform was purpose-built to enable distributed, diverse, and dynamic 
applications. We believe that customers’ needs have come full circle since that time, and demand for the benefits 
envisaged by Aspect Oriented Programming and Blue Vector’s architecture is even stronger today. As networks have 
become larger and more geographically dispersed, and as organizations increasingly seek to break down IT silos and get 
more out of their application investments, there is a growing need for systems that scale simply and cost-effectively, 
support the diversity and heterogeneity that exist in all systems, and give business and IT leaders comfort that their 
investments will support current and future decisions. 

Blue Vector’s architecture 
enables diversity of hardware, 
process, and policies across 
large, distributed systems 

Blue Vector’s architecture 
protects users against future 
changes and facilitates the roll-
out of new applications 


